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We need a security development method to quickly adapt to changes of
security requirements. In other words, we Ffirstly estimate the impact on a software system to change it
for implementation of security countermeasures before the implementation to know the security costs with
the method. Additionally, the method should allow us to apply security countermeasures semi-automatically
to reduce the implementation costs. In this research, we have proposed three kinds of security patterns:
threat patterns, attack patterns and countermeasure patterns with the relationships among them. In
addition, we illustrate relations between these patterns and a design of applications with security
stereo-types of UML.
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