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In this research, a new concept of IPL (Independent Protection Layer) for safety
and cyber-security was discussed to protect computer controlled critical infrastructures from
cyber-attacks. As the results, the development team proposed the new methodology that fully utilizes
conventional IPL. The following three rational developments are included in this proposal; 1) Intrusion
detection system from the viewpoint of plant operators, 2) Attach interference system from the viewpoint
of attacker’ s psychology, 3) Resilient organization against the cyber-attacks. These developments were
presented through 8 journal papers, 12 international conferences, 18 domestic conferences and 2 patents.
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