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Formal verification is a technique to guarantee the correctness of software with
a high level of confidence. Yet, when software is written in low-level programming languages such as C or
assembly, there are so many details that it is difficult in practice to perform such a verification. With
embedded software as an objective, we formalize a model and a logic for C that takes platform-dependent
details into account. More precisely, to allow for the verification of programs mixing C and assembly, we
developed in the Cog proof-assistant a formal library whose validity is assessed by substantial
case-studies.
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Description

Arithmetic computations

X0 x unsigned

% signed
x+1 x unsigned

x signed
xex / 2 x unsigned

x signed
XX * 2 x unsigned
Xy x signed, y unsigned

X, ¥ signed
X=X x signed
X+ x unsigned
XX t+y X, y unsigned

x signed, y unsigned

Zex +y z, X, y unsigned

z, x signed, y unsigned
XX = ¥ X, y unsigned

x signed, y unsigned

x, ¥y signed
Zex - y z, X, y unsigned

z, x signed, y unsigned
z, X, y signed
Arithmetic tests

—~
x;y, x<y, x;y x, y unsigned
sign of x x signed
parity x unsigned

x signed

x, y unsigned
x= 0 x unsigned
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Lemma POLAR_parse_client_hello_triple (SI : seq (int 8)) ...

PolarSSLAssumptions SI —

{ init_ssl_var = init_bu = init_rb = init_id * init_ses =
init_ciphers x init_ssl_context }

ssl_parse_client_hello

{ error v (success «
' ((RecordHandshakeClientHello_decode SI).1)) «
final_bu x final_rb * final_id  final_ses = init_ciphers =
final_ssl_context }.
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