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Combinatorial multimedia fingerprinting codes and their corresponding
colluder-tracing algorithms
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To prevent the unauthorized redistribution of digital contents, we have
constructed several kinds of fingerprinting codes which can resist the collusion attacks mounted by
malicious authorized users, and developed colluder-tracing algorithms based on such codes. We have
improved the upper bound on the size of a separable code, and then by using projective planes, we have
constructed several infinite series of optimal separable codes in which the sizes attain the improved
upper bound. To improve the efficiency of the tracing algorithm based on separable codes, we have
introduced strongly separable codes, and constructed several infinite series of strongly separable codes
by means of difference matrices. We have also constructed several infinite series of perfect hash
families from finite geometry.

By using the ideas obtained in the investigation of digital fingerprinting, we have also studied the
related combinatorics, bioinformatics and information communication.
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