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A Unified Analysis and Optimization of Information Security System with
Probabilistic Components from Viewpoints of Convenience and Safety
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Information security problem with probabilistic components has been formulated by
probabilistic models. Theoretical criteria for evaluation such as convenience and safety have been
defined clearly and optimal attack or an authentication method has been derived theoretically.
Theoretical safety bounds have been evaluated with respect to mathematical models with unified framework
for each cipher or security system. A theoretical safety bound or optimality has been clarified with
respect to a tradeoff between convenience and safety. New theoretical criteria have been derived for
information security sKstems. Approximation algorithms with high performance for optimal attack or an
authentication method have been constructed applying results of studies on problems in related fields
such as learning or optimization theory that is formulated by probabilistic models equivalent to our
study. Convenience or safety of information security systems has been simulated by applying these
algorithms.
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