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Development of basic technology for privacy-preserving bioinformatics and its
application

Hamada, Michiaki
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It is highly demanded to deal with the information of personal genome and
chemical compound secretly, because they are sensitive information that should not be leaked. On the
other hand, from a viewpoint of "open" science, it is important to perform data-mining by combining those
sensitive information with other data. In this study, we have developed several methods to perform
data-mining, making those information secret. Specifically, we developed (i% privacy-preserving search
for chemical database, (ii) privacy-preserving genome sequence search with hidden Markov Model (HMM) and
(iii) privacy preserving sequence alignment, all of which will be useful toward open science of biology.
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ChEMBL_1000 ChEMBL_Full

CPU time ()

SSCC (server) 0.69 167.19
SSCC (client) 153 17237
GP-MPC (server) 4,075.15 -
GP-MPC (client) 4, 366.18 -
Communication size (MB)

SSCC (server — client) 224 26533
SSCC (client — server) 0.03 003
GP-MPC (server — client) 4250 -
GP-MPC (client — server) 2, 12800 -

The experiment on ChEMBL Full by GP-MPC did not finish within 24 hours.
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Algorithm 1 Secure Logarithm Protocol

Require: £(6)

Ensure: £(logf)
1: Bob ZIED¥BDEL 8 2B, £(0)° = €(B0) ZiRL T
Alice 123X %

: Alice i £(80) 2815 L TH7- 80 5 log 80 Z i

: Alice 12 log 86 ZBH5{L L, £(log6) % Bob 25

: Bob 2FME 1 TEAR B b5 £(—logB) 2T 2

: Bob 1% £(log 86) * £(—log B) = £(log ) %IRRT 3

(L= &)

Algorithm 2 Secure Exponent Protocol

Require: £(log8)

Ensure: £(60)

1: Bob IZIEORBOEL B Z1EA T £(log B) AL, £(log 86)

% Alice 12365

2: Alice i £(log 80) 2861% L THiT: log 80 5 B0 Z&THL

3: Alice ix 86 2L L, £(86) % Bob 2%

4: Bob 1% £(80) = £(0) 2R B
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DT, LRI R T #ERIE, Bob & Alice OFF
STWNWDET—HE A T v An = 15
DOEGEDOREMRRETH 5.

e BER  HERS

256bit V4 | 16.61  2.129 14.48
2 | 2.225 1.153 1.753

512bit ¥4 | 32.03 8.785 23.25
iz | 7.692 7.144 2.392
1024bit V¥ | 135.3 57.44 77.84
2% | 51.67 50.89 5.156
2048bit  F¥ | 1020 5717 448.7
f§z% | 513.4  512.0 24.05

Algorithm 3 Secure Logsum Protocol
Require: £(log6,),&(log62),--- ,&(loghy), ar,az,  ,an
Ensure: £(logd 1 | a:b;)

1: Bob & Alice i £(log6:),£(log62), -+ ,&(log ) 12X L T Se-
cure Exponent protocol % n [lf5V>, £(61),£(62), -+ ,£(6,)
ZERT 5.

2: Bob 1% £(61),£(62),-++ ,£(0n) & a1,a2,++ ,an D5, Paillier
WS OIMENFEEHEZ R LT (X aibs) 2T 3.

€0 aibi) =[] &(aits) = [T £(6)*
i=1 i=1

3: Alice & Bob I3 Secure Logarithm Protocol % 7 \»
E(Zi‘:l a,»Gi) "o 5(10g2;‘;1 a.—01) Zit5T 5,

Algorithm 4 1-out-of-n #y5H{E
1: Alice B4 ¥ 7Ty 7R 81,82, , Ba(Bi = 1,8; = 0(j #1)) %
fE3
2: Alice i34 v 7 v 7 A%BH{t L, Bob 25,
3: Bob RZIM-7A ¥ 77 2 A £(81),4(82), - ,&(Bn) EES
DFfH>TVE7 =% a1,az2,++ ,an DT OEHRZTS

E(B1)™,€(B2)**, -+ ,&(Bn)™ = &(e1B1),€(02B2), -+, &(nBn)

4: Bob ZEHE L7 €(a1B1),€(a2B2), -+ ,E(anBn) % Alice 23
DY,
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Algorithm 5 Secure Forward Algorithm Protocol

Require: f¥l z,,z0,-++ ,z0 LU HMM A = (4, B,11)

Ensure: £(log Pr{z,zz, -+ ,z7|A})

1: Bob 13#L.E v B, logb;(vk) + iR T 3 (for L <k <
K,1<j<N)

2: Alice BHZD z1, 22, -+, zp IHTOT, HIET 5 log bj (z:)+
% l-out-of-n MAEGEHOTAFTS (for L<t<T)

3: Alice I3\ Hl->7: log bj () +v ZRAHEL, €(logb;(ze) +7)
# Bob 233 (for L<t<T,1<j<N)

4: Bob (& £(logbi(zr) 4+ ) - £(—7) = E(logbi(z7)) 2T 2
(for 1<t<T,1<j<N)

5: Bob i £(logai(j)) = &(logm;) - E(logbi(z1)) 2T 2
(for 1<j < N)

N
€(log a1 (5)) = E(log Y ae()ais) - £((zes1))
=1

I2370T, Alice & Bob i Secure LOGSUM protocol % fH\»
Té(logar(f)) i3 2 (for 1<t<T-1,1<4,j<N)
7: Secure LOGSUM protocol % Al > T, £(logar(j)) o &
£(log 23'.\'21 ar(j)) = &(log Pr{zy,z2, - ,zr|\}) 25T 2
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512bit V¥ | 375.7 11.36 364.3
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