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We design and evaluate a new type of network event sensor, called DNS
backscatter, in order to detect network-wide events such as benign (CDN, mail, web crawler) and
malicious (spam, scan) activities. DNS backscatter is a reverse DNS query generated at caching
resolvers (queriers) close to a target for resolving IP address of an originator. We leverage on
machine learning technique to identifying the type of such events. We demonstrate the effectiveness
of DNS backscatter with two root DNS servers and one ccTLD.
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(CART(Classification And Regression
Tree), RF(Random Forest), SVM(Kernel
Support Vector Machine))

1:

dataset algorithm accuracy precision recall Fl-score

CART  0.66 (0.05) 0.63 (0.08) 0.60 (0.06) 0.61 (0.06)

JP RF 0.78 (0.03) 0.82 (0.05) 0.76 (0.06) 0.79 (0.05)
ditl SVM 0.73 (0.04) 0.74 (0.05) 0.71 (0.06) 0.73 (0.05)
B CART  0.48 (0.05) 0.48 (0.07) 0.45 (0.05) 0.46 (0.05)
post- RF 0.62 (0.05) 0.66 (0.07) 0.60 (0.07) 0.63 (0.07)
ditl SVM 0.38 (0.11) 0.50 (0.14) 0.32 (0.13) 0.39 (0.13)
CART  0.53 (0.06) 0.52 (0.07) 0.49 (0.06) 0.51 (0.06)

M RF 0.68 (0.04) 0.74 (0.06) 0.63 (0.05) 0.68 (0.05)
ditl SVM 0.60 (0.08) 0.68 (0.10) 0.52 (0.08) 0.59 (0.09)
CART  0.61 (0.03) 0.65 (0.04) 0.58 (0.04) 0.61 (0.04)

M RF 0.79 (0.02) 0.82 (0.02) 0.77 (0.03) 0.79 (0.02)

sampled SVM 0.72 (0.02) 0.76 (0.03) 0.70 (0.03) 0.73 (0.02)
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