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i By using the method to mix temporary randomness and the static secret key
with pseudo-random functions and the method to shorten the ciphertext length with a part of ideal

properties of idealized hash functions, we construct an authenticated key exchange secure under the
secret key leakage, a group signature secure under leakage of randomness in the signature
generation, and a compact public key encryption even with vulnerable hash functions. Moreover, we
study automated security verification using formal methods, and find a flaw of the previous security
model of QUIC which is used to establish secure channels in the browser of Google inc.
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