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The focus of this study is the quantitative measuring of information leakage
through side-information of security systems. Two concrete problems are tackled, and contributions
are made for both problems. In the first problem, the study derived converging bound formulas for
the entropy of multinomial distributions that are common and essential in various side-channel
attacks. In the second problem, well-defined formulas are derived that are to determine the
information leakage through practical RSA decryption algorithms. Additional results are also
obtained for related research subjects.
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