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Attac

Chao, Jinhui

3,500,000

loT
GHS Frey

] Elliptic curve and hyﬁerelliptic curve based cryptosystems are the most
secure systems available now comparing with those based on factorization and discrete logarithm.

Moreover using the definition fields as finite extensions of finite fields, fast and compact
implementation of these systems become possible, which are then expected to play an important role
in 1oT technology. On the other hand, aiming at curves over extension fields, the GHS attack was
proposed by Frey first then generalized to cover attack. This research present the first and
complete security analysis on cover attack and GHS attack. We show that these attacks are very
powerful. By a systematic analysis of the mathematical structure, we proposed algorithms to
mathematically classify all curves which are subjected to these attacks. Then we obtain a complete

list of all weak curves which will be useful in system design. We also discuss variations of these
attacks and methodology to build a secure cryptosystem.
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