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Design and Security Evaluation of Authentication and Signature Schemes Based on
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AND ID

We defined an AND-composition of proof systems that prove the knowledge of
an identity string and digital signatures on the string in witness-indistinguishable way. We gave a
generic design of the system. The key idea is "Commit to your identity, and prove your identity and
signatures by WIPoK". Moreover, by using the AND-composition of proof systems as a building block,
we defined the syntax and security of an anonymous attribute-authentication scheme in which a user
of a single identity is given attribute-credentials by plural authorities. Then we designed a
generic template of constructing the proposed scheme, and evaluated the security. We proposed these
achievements at four journal papers, fourteen conferences. We edited three lecture notes of related
international workshops.
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