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In recent years, the importance of lightweight and efficient authentication
protocols for loT environments has been increasing. In this work we propose a flexible hash chain
construction, hash chain aggregation (HCA), and a scheme to set up a common key for two users with
HCA. Our scheme uses only hash functions as cryptographic primitives. Furthermore, in our schemes
no communication is required when a common key for two users is set up. We also evaluate security of

the scheme extensively. Especially we show that our scheme is secure against a single attacker, but
not against two attackers or more. We also show that our scheme is efficient. In this work we
examine application of hash functions and lightweight authentication such as one time signatures and
white-box cryptography.

loT



0)

1)
)

®)

1)

)

®)

(i)

networks (OWCN)
OWCN

2 OWCN

One-way cross

1)

OWCN

1,2
1
m
N = 2m
¢ Q
= (CI1, LARE] QJ) i di
1<i<)  QIi]
s
h
I Ce (s) :=(vq, ...,
Vi) Vi = hi(s)
1 C' (s) =
(v, ..., Vo) Vi = ht=i+1(s)
Il Cdll (s) =
(vi, ..., vt ) Vi = h(-v2-1) mod
()+1(S)
v CVv (s) =
(V1, .oy VE) Vi = h(@2-i) mod D+1(s)
L(t ,K,s1,..., S¢) (Cni* (S1), ooy
Cnit (sK)) T {1,
I, 1, v} S1, ..., Sk
a(L, i)
= [Ki/N]
HCA
L(t , K, s, ..., SK) L

HCA = (Lw), L), ..., Lem-, Lem))
L = (Cn'(s1)), L) = (Cnl(s2)),
L) = (CnM(s3)), Ly = (CN'V(s4))

i>4 L (i)

i=2j—1 :
Lei-v = (Corvmojr)!M(S2i-1,1)ye..
Conm-j+2)'"1(S2j-1,2(-2)))

i=2j :
L(2j) = (Conm-j+2)'V(s2,1),-.. ,
Conm-j+2)!V(S2j,27(-2)))

a, b, c Sa ,Sbec
Ay
4

v 1:= CnNI(s1)[]],
v 2:= CnIY(s2)[i],
v 3:= (Lexu-ylaLeku-1), DI — Biz2ku-1],
V 4= (Lexyla(eky, DD — B2k
Bi,j = N(a(Lg), )—1)/KLg
Leku-nlaeku-1), )], Lekw[o
(L2xu, 1)] i,]



ij
ij
1 2
1. i,ja<
i<j<N) i, j
2. i,j1<i<j<N)

i <a1 < N(a—-1)/k +N/2k, N(a —1)/k
+N/2k +1<ax<j ai, az
ij

2[log 2 N

N-1

(2) 2
OWCN
1 (k-OWCN (mg, ..., mk)). h
(S1, -+es SK) k
k-OWCN (mq, ..., mk)
Vr,..rk i= (hrl(Sl), . hrk(Sk))
GO = (Vo, EO)
1<ri<mi(i=1,..K)
Va
(r1, ..., r¥)
Vpi,..pk = (hpl(Sl), vy
hrk(sk)), Vat....qk = (h9i(s1), ..., hak(sk))

Vo i(l<i<
k) pi=qgi+1
INCIN) pi =
qi
(Vql ..... gk, Vpl ..... pk) E©
OWCN
Lamport
OWCN
OWCN
OWCN
2( k-OWCN(mq, ..., mg)).
g (t, ..., t)
k
k-OWCN(my, ..., Mk)

Wht,...xk = (Mr1+1(t1), ..., gmkrk+l(ty))
GPo = (VPo,

®)

EDO)

1<ri<mi(i=

1, ..., Kk OWCN GbPo
OWCN G©
(Va, Vb) E°
(Wb, Wa)  EDO
OWCN
OWCN
Vi, ..., Vi) (i<}))
k (0 k j-i-1)
(Vi+k, Visk+1) E°
3 ( ). k-OWCN
Go Va
PPP(Va)
PPP(Va) = {(Vi, ..., VD) | Vi, ..., Vj
VO (i <), Vi = Vmi,...mk, Vj = Va, (Vj, ...,
Vi) }
4 ( ).
k-OWCN GbPo Wa
PFP(Wa)
PFP(Wa) :={(Wi, ..., W) | Wi, ..., Wj

VOO (i <j), Wi =Wa, W; =Wy, .1, (Wi, ...,

Wj)

}

OWCN, OWCN

= w

HCA



11

Mazumder Rashed and Atsuko Miyaji, ~~A New
Scheme of Blockcipher Hash™, The Institute
of Electronics, Information and
Communication Engineers (IEICE) Trans.,
Information and Systems. Vol. E99-D,
No.4(2016), 796-804.

Rashed Mazumder, Atsuko Miyaji, Chunhua
Su, "A simple authentication encryption
scheme",Concurrency and Computation:
Practice and Experience 2017

21

Chen-Mou Cheng, Kenta Kodera, and Atsuko
Miyaji, ~~On the Computational Complexity
of ECDLP for Elliptic Curves in Various
Forms Using Index Calculus",

The 20th Annual International Conference
on Information Security and Cryptology
(ICISC 2017), Lecture Notes in Computer
Science, volume 10779(2017),
Springer-Verlag, 245-263.
2017/11/29-12/1, Seoul, South Korea.

Hiroshi Nomaguchi, Atsuko Miyaji and
Chunhua Su, ~“Evaluation and Improvement
of Pseudo-Random Number Generator for EPC
Gen2", The 16th IEEE International
Conference on Trust, Security and Privacy
in Computing and Communications (IEEE
TrustCom®17)}, IEEE, 721-728, 2017.
2017/8/3, Sydney, Australia.

Tomoaki  Mimoto, Shinsaku Kiyomoto,
Katsuya Tanaka and Atsuko Miyaji,

"~ (p, N)-identifiability: Anonymity under
Practical Adversaries",

The 16th IEEE International Conference on
Trust, Security and Privacy in Computing
and Communications (IEEE TrustCom®"17)},
IEEE, 996-1003, 2017. 2017/8/1, Sydney,
Australia.

Yuta Kurihara and Masakazu Soshi. A Novel
Hash Chain Construction for Simple and
Efficient Authentication. In 14th Annual
Conference on Privacy, Security and Trust,
PST 2016, December 2016.

Hiroaki Anada, Shunsuke Tsumori, Samiran
Bag, Masakazu Soshi, Atsushi Waseda, and
Kouichi Sakurai. Short Merkle one-time
signatures (poster). In The 12th
International Workshop on Security
(IWSEC), 2017.

1
Dieter Gollmann, Atsuko Miyaji,
Kikuchi, Springer,

Hiroaki

Applied Cryptography and Network Security
- 15th International Conference, ACNS 2017,
Kanazawa, Japan, July 10-12, 2017,
Proceedings. Lecture Notes in Computer
Science 10355, 2017, 1SBN
978-3-319-61203-4

(€))
SOSHI, Masakazu

00293142
@
Miyaji, Atsuko

10313701



