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Information-theoretically secure secret key sharing suitable for open flow
networks
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In this research, we developed the following key technologies. As a result,
in the public network where the communication paths can be changed dynamically, we achieved
information theoretically secure secret key generation. Then, using the obtained secret keys, secure

information communication paths can be established on a public network. Key Technology 1: We
developed a technique to establish a virtual secret communication path using OpenFlow switch and
Open vSwitch. Key Technology 2: We applied the ST flow protocol to the secret key sharing graph and
developed a method to minimize the probability of leakage of secret keys to eavesdropper. Key
Technology 3: Developed a multiparty method to share a common secret key on a public network based

on Key Technology 2.
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