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This project aims at progosing an endorsement based mobile payment system
that can be used by people in disaster areas to buy goods from merchants even without online
connection to bank servers. This payment system utilizes mobile ad hoc networks formed from smart
phones for communication, thus could be rapidly constructed and robust to node failures in
aftershock of earthquakes. Specifically, we proposed schemes for user authentication, preventing
collusion and double-spending attacks. We also proposed a monitoring scheme to secure packets route
against Byzantine attacks in mobile payment systems and an adaptive packet transmission algorithm
that saves battery power of smart phones. We verified by simulations that 1) our endorsement based
mobile payment system achieves high transaction completion ratio, 2) our monitoring based link state
routing protocol can guarantee secure transactions in mobile payment system.
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Nowadays people in a disaster area could
use smart phones to buy goods, like
clothing, food and medicine. However,
most mobile payment systems (MPSs)
via smart phones rely on online banking
services, which is unavailable in disasters
due to the lack of communication
infrastructures. By now, no offline MPSs
for disaster areas via smart phones have
been devel oped.
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As endorsers could provide offline
payment guarantees, this project aims at
developing an offline MPS based on
endorsement (called EMPS) for people
in a disaster area using smart phones to
buy goods (see the figure below). We
will also propose schemes to secure
transactions in our EMPS and develop
mathematicall models to evaluate
message delay performance.

(1) Overall Design of Offline EMPS:
We will design the overall architecture
and components of EMPS, including
participants, endorsing mechanism and
authentication. In our EMPS, an endorser
guarantees the transaction between a
customer and a merchant via electronic
money, with which the merchant could

change for real money from banks some
days later.

(2) Preventing Colluding Attack:
Since there is no online banking service,
it is possible for an endorser and a
customer to collude to defraud a
merchant if both of them do not have
money in their bank accounts. Thus, we
will use e-coins for balance checking to
prevent such colluding.

(3) Preventing Double-Spending
Attack: An endorser may double spend
the same electronic money with
merchants. Existing solutions to prevent
double-spending require great
computation power and battery energy,
thus not suitable for smart phones in

disaster areas. We will propose a
lightweight scheme based on transaction
chain and monitoring to prevent
double-spending attacks.

(4) Expeiment: We will do

simulations to test the usability and
security of our proposed system.

(1) Endorsement: One major novelty
of this project is to introduce another
type of participants, endorsers, who
guarantee to pay merchants in case
customers do not have enough money.
The offline electronic transaction
procedures of EMPS are as follows.

(1) A customer sends transaction order
message to a merchant; (2) The merchant
creates billing message and requests an
endorser to endorse it; (3) The endorser
creates an endorsement message with
e-coins and forwards it to the merchant;
(4) The merchant supplies required
goods to the customer and changes for




real money from a bank with obtained
e-coins when he accesses bank services
severa days later.

(2) Privacy and Authentication: We
use nickname to provide user anonymity,
blind signature technique to protect
transaction messages and digital signature
to authenticate participants.

(3) Preventing Collusion: Endorsers
will deposit in advance real money in
banks in exchange for e-coins, each with
a unique identifier. During a disaster, an
endorser will attach enough e-coins to
guarantee the payment of a transaction.
Otherwise the merchant will reject the
transaction. In this way, collusion is
avoided.

(4) Preventing Double-Spending: To
prevent an endorser from double
spending e-coins with merchants, we
propose a scheme of transaction chain
for merchants to check the log of e-coin
transactions associated to the endorser
(see the figure below). To create the
transaction chain, an endorser requests a
monitoring participant to sign (with their
digital signature) each of higher new
e-coin transaction. Any merchant could
check this chain of e-coin usage history
to detect double spending.
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(1) We proposed a new mobile payment
system utilizing MANETs to enable
transactions that permit users to shop in
disaster areas. Specifically, we introduce
an endorsement based mechanism to
provide payment guarantees for a
customer-to-merchant transaction and an
event chain mechanism to prevent double
spending attacks.
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(20 We dso proposed a multilevel
endorsement  mechanism  with a
lightweight scheme based on Bloom filter
and Merkle tree to reduce communication
overheads.
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(a) Transaction Block in Markel Tree

Our mobile payment system achieves
secure transaction by adopting various
schemes such as location-based mutual
monitoring scheme and blind signature.

(3) As vadlidated by simulations, the



proposed mobile payment system is
useful in a disaster area, achieving high
transaction completion ratio and is

storage efficient for mobile devices.
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(5) To secure packets route against
Byzantine attacks in mobile payment
systems, we proposed a monitoring based
which

link state routing protocol,

guarantees communication among
connected benign nodes in the network.
As verified by simulations, the proposed
routing protocol achieves an average of
89% to 96% packet delivery ratio when
11% to 21% active malicious links are

excluded from the network.
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(6) To save battery power of smart
phones, we proposed an adaptive packet
transmission algorithm which only
transmits packets when wireless channel
condition is good and does not transmit
packets when wireless channel condition
is bad. As verified by simulations, our
algorithm can effectively reduce enery
consumption and thus enlong battery
lifetime, which is critical for users in

disaster areas.
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(7) To reduce communication delay in our
mobile payment system, we proposed
aided

backpressure routing algorithm, where

multi-agent Q-learning
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each node estimates route congestion

using only local information of

neighboring nodes. Simulation results
show that our algorithm reduces average
packet delay by 95% for light traffic loads
and by 41% for moderate traffic loads
when compared to state-of-the-art BPmin

algorithm.
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