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A proposal of attibute-based aggregate signatures
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2,000,000

We propose attibute-based aggregate signatures. We introduce a formal
definition and framework of attibute-based aggregate signatures and its security models, and also
construct a concrete scheme which satisfies the definition and the security of attibute-based
aggregate signatures.

Additionally, we consider several conditions so that signature schemes achieve the provable security
which is the standard security notion in the modern cryptography. We give some impossibilities on

proving the security of signature scheme, and also give several constructions of signature scheme to
avoid such impossibility results and have high security.

ID



(

)

)

()

Schnorr

Schnorr
Schnorr



Schnorr
Fiat-Shamir

Fiat-Shamir

Schnorr

Fiat-Shamir

()

Fiat-Shamir

Fiat-Shamir

Fiat-Shamir

Fiat-Shamir

) 1D

ID
Galindo-Garcia 1D
ID
Galindo-Garcia

loose
tight

Galindo-Garcia

Galindo-Garcia

(

)

7
Masayuki  Fukumitsu Shingo
Hasegawa Black-Box Separations on

Fiat-Shamir-Type Signatures in the
Non-Programmable Random Oracle
Model IEICE Trans. Fundamentals,
Special Section on Cryptography and
Information Security

E101-A(1) 77-87 2018

Masayuki  Fukumitsu Shingo
Hasegawa A Galindo-Garcia-like

Identity-Based Signature with Tight
Security Reduction CANDAR'17
87-93 2017

Masayuki  Fukumitsu Shingo
Hasegawa Impossibility of the
Provable Security of the Schnorr
Signature from the One-More DL
Assumption in the Non-programmable
Random Oracle Model ProvSec2017

LNCS 10592 201-218 2017

Masayuki  Fukumitsu Shingo
Hasegawa A Generic Construction of
Tight Security Signatures in the

Non-Programmable Random Oracle

Model ISITA2016 96-100
2016
Shingo Hasegawa Shuji  Isobe

Eisuke Koizumi Hiroki Shizuya Ryo



Takahashi A Construction of
Attribute-based Aggregate Signatures

ISITA2016 76-80 2016

Masayuki  Fukumitsu Shingo
Hasegawa Impossibility on the
Provable Security of the

Fiat-Shamir-Type Signatures in the
Non-programmable Random Oracle
Model 1SC2016 LNCS 9866
389-407 2016

Masayuki  Fukumitsu Shingo
Hasegawa Black-Box Separations
on Fiat-Shamir-Type Signatures in
the Non-Programmable  Random
Oracle Model 1SC2015
LNCS 9290 3-20 2015

4
NPROM
Fiat-Shamir
2018
2018
Schnorr
One-More DL
2017
2017

Non-Programmable Random Oracle
Model Fiat-Shamir
2016

2016

Non-Programmable Random Oracle
Fiat-Shamir

2015 2015

@
HASEGAWA, Shingo

80567214



