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We evaluate DNS backscatter for detecting internet-wide network scannings.
We first construct a darknet taxonomy that is used for labeled data of network scans, and evaluate
the effectiveness of the taxonomy with over 10 years darknet traffic data. We also evaluate the
dependency of the labeled data source on the classification accuracy, and demonstrate that two class
classification with SMOTE achieves acceptable performance on the scan detection.
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