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Attribute-based access control provides a flexible management of
authentication in cloud services such as sharing and collaboration using cloud applications. In
this research, we focus on Virtual Desktop Infrastructure (VDI) sharing as a cloud application. We
have developed its authentication mechanism based on users® attributes using Ciphertext-Policy
Attribute-Based Encryption. Using this mechanism, the management of encryption keys is not
complicated even if the number of users and attributes increases. We implemented a prototype system

of the authentication mechanism used in VDI sharing. We evaluated the overhead of the
authentication processing of the system. In addition, we considered extension of decentralized
key-management mechanisms for CP-ABE shared with multiple organizations.
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