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Security Analyses of Standardized Cryptographic Schemes and Their Applications
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Our major contribution is to use primitives of standardized cryﬁtographic
schemes and design new schemes as secure as and more efficient than the standardized schemes for
symmetric-key cryptography. The security of the proposed schemes are confirmed by mathematical
proofs. For public-key cryptography, we extend a cryptanalytic algorithm for encryption schemes
based on error-correcting codes and evaluate its performance.
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