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From an empirical study of contributors in bug bounty programs, we found
different motivations for contributing software development projects. A study of the effect of the
badges for donors in Eclipse, an open source software project, statistically confirms that there is
a signaling effect on the badges granted to contributors in the bug reporting process. From
theoretical research, mechanisms to the revenue maximization problem in the vulnerability
information market has been proposed. A car-sharing system was developed and operated as an
experimental field. This can be considered as a market for shared resource allocation. The
incentives are designed based on the results of the pre-operations at NAIST, keeping in mind the
characteristics that make shared resources sustainable, such as availability of accurate
information, homogeneity of users, and stability of users.
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SURVEY RESULTS FROM THREE A2 AND FOUR A3 CONTRIBUTORS.

Questi A2 (Project-specific) A3 (Non-specific)

Q1. What best describes your profile?

Security researcher 3
Bug bounty hunter 0

1
2
Developer 1 0

Q2. What motivates you to report security bugs? (Multiple answers possible)

Making the products secure
Helping users and developers
Bounties

Reputation

] Other
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Q3. How much time does it take on average to find and report a bug?

Less than 2 hours

2 to 6 hours

6 to 24 hours (1 day)
1 to 3 days

3 to 7 days (1 week)
More

Other
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Q4. Why do you contribute to bug bounty prog; ? (Multiple answers p

I like the company/organization.

I use the products.

Part of my work is related to the products.
The products have many users.

Because of the amount of bounties.

I just found security bugs in the products.
It is open source.

The bug bounty program is well d prep
I am familiar with some bugs related to the product.
Other
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Q5. Do you have options to sell security bugs in black/gray markets?

Yes, if someone will buy them with high value.
No. I will sell them to the vendors.

No idea.

Other
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* Contributing to the security of widely used open source programs.

T A few hours of my time, but days or weeks of computer time.

{ Gaining more experience dealing with new apps and technologies.

o Receiving a bounty sum is a factor, but I think it is more important that I feel that my work is appreciated by the vendor.

[8.9]
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