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In this study, we developed a fast programmable network intrusion detection
system (NIDS) based on a new type of decision diagrams, Vectorized Edge-Valued Binary Decision
Diagrams (VEVBDDs), and its computer aided design tools. At the beginning of the study, we targeted

only on intrusion detection by regular expression matching. To keep up with the times and catch up
on demand in society, however, we changed the direction of the study and targeted mainly on
intrusion detection by machine learning. Although machine learning tends to require large hardware
size, we reduce hardware size by using VEVBDDs, and allow an NIDS to be implemented in an FPGA. The
developed NIDS on an FPGA succeeded In achieving about 11 to 25 times higher throughput than its
corresponding software implementation.
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