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We have devised a method to realize an overlay network that consists of Web
browsers. The proposed method does not require a central server. Using this method, we also have
developed a scalable key-order preserving structured overlay network, Kirin. Furthermore, we have
demonstrated that a Twitter-like distributed microblogging service can be implemented on Kirin. We
have implemented these methods in TypeScript and have confirmed that it works properly. The
implementation is released as open source software on GitHub.

p2p WebRTC



P2P
BitTorrent Skype Tor Tribler

P2P
WebRTC API Google Chrome PC Android Firefox
Opera WebRTC W3C
WebRTC NAT (Network Address Translation)
UDP Hole Punching P2P
WebRTC ( WebON
)
Unicast
Multicast
(DHT) Twitter
WebRTC 2 P2P
IP
WebRTC WebSocket
Web P2P
P2P IP
IP TCP
UDP WebRTC
P2P
WebRTC
WebRTC P2P

(1) WebON



Nodejs
WebSocket
WebRTC

)

(3) WebON

(4) Kirin

Web

12000

WebON

TURN
WebON
STUN
TypeScript
WebRTC WebSocket
Suzaku
WebON
Suzaku  WebON Kirin
Unicast Multicast
Web-Overlay
Nodejs

TURN

STUN

Suzaku

DDLL
Kirin

TypeScript



Web-Overlay Demo

@® localhost

Web-Overlay Demo

Network ID: NET-e952038¢
Overlay: Kirin
Introducer URL: nttp/fiocathost:8080
Log Server URL: nttp//iocaihost:8801

Key: Enter Unique Key
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Web-Overlay Demo

Network ID: NET-¢952038¢
Overlay: Kirin
Introducer URL: http:/fiocalhost:8080
Log Server URL: nttp:/iocalnost:8801
Key: test
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Simple Chat

what are you doing?

@test 2020/4/23 14:59:42
Hello

Web-Overlay Demo
Network ID: NET-e952038¢c
Overlay: Kirin

Introducer URL: hup:/ocainost8080
Log Server URL: npocshostsso1
Key: st
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Connections
PeerConnections
et B = I I =

0 52a7cbf7 0 “test®  “test® CONNECTED P:;;ffj;;l"g‘ true

1 d55b3e8a 21 “test®  *1'  CONNECTED fj‘shsfiigib';) true

3 1dcate71 35 test®  '0" CONNECTED )P?:‘C'z:;:b;; true

4 dssbleSa 22 ‘“test”  *1°  CONNECTED f:;’;‘:;z;:bgz) e

5 tdcabe?l 36 “testt 0" CONNECTED fj:‘c‘;f:;:b;; true
RawConnections

o 52a7cbf7 Loopback(id=0, idle=08955)

1 1dcabe1 Socket.IO(Client)[id=1, remNodeld="1dca6e71", url="http://localhost:8080",
CONNECTED, transport=websocket, graceClose=false, myAddr=::1, idle=01940]

2 d55b3e8a Socket.IO(Client)[id=2, remNodeld="d55b3e8a", url="http://localhost:8081",

CONNECTED, transp bsocket, graceClose=false, myAddr=:1, idle=02450]
Indirect Nodes
]
Suspicious Nodes

1]

Web-Overlay Demo

Network ID NET-e952038¢
Overlay: Kirin
Introducer URL: netppecamost 8080
Log Server URL: hepspecsmost 8801
Key. ot
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Topology
Get
WebRTC
Socket.I0 g
Rty dcabe?
1
d55b3e8a
[Key Nodeld || Type | o dohed__]_tm_|
Path(1dcabe?1->1dcabe71), 202004 node  Mac

Path(1dcabe71 X
Path(1dcabe71->52a7¢cbf7)
Path(d55b3e8a->d55b3e8a),
*1* dSSb3e8a ith 3081) 1dcabe71),
Path(d55b3e8a->52a7¢bf7)
Path(52a7cbf7->52a7¢bf7),
Path(52a7cbf7->d55b3e8a),
Path(52a7¢bf7->1dcabe71)

"0" 1dcabe71 Portal(http: 23T14:30:52+09:00 10.19.0 OS

2020-04- node Mac
23T14:38:31409:00 10.19.0 OS

2020-04- chrome Mac

test” 52a7cbf7 Browser 23714:45:36+09:00 81.0.4044 OS

Web-Overlay Demo

Network ID: NET-¢952038¢
Overlay: Kirin
Introducer URL: |nttp:/fiocainost:8080
Log Server URL: httpi/iocainost:8801

Key: test

eave
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Finger Table
Key PeerConnection ID. .-—-
1 1 CONNECTED 0 O 3 CONNECTED
0 5 CONNECTED 1 1 4 CONNECTED
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https://web-overlay.github.io




