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Wireless Sensor Networks Tolerating Faults, Attacks and Eavesdropping
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In wireless sensor networks where observation data messages are transmitted
along a wireless multi hop transmission route consisting of multiple intermediate wireless sensor
nodes, it is required to tolerate faults of intermediate wireless sensor nodes, various attacks and
eavesdropping by malicious wireless nodes. Hence, methods for detections of configuration of
inadequate wireless multi-hop transmission routes, losses and falsifications of observation data
messages, and fake notifications of faults of intermediate wireless sensor nodes are proposed and
implemented. In addition, methods for avoidance of eavesdropping by overhearing malicious neighbor
wireless nodes by concurrent observation data message transmissions by neighbor sensor nodes are
also proposed and implemented.
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