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It is difficult to prevent a malicious user who has privilege in an
organization from leaking sensitive data even if an encryption tool is used. In this study, we
proposed a secure data management system which gives permission for users by access control
technique based on cryptographic tools and allows a system manager to identify traitors from leaked
file. The traceability is realized by embedding digital fingerprint of the user who access to the
file. We proposed a method for embedding such a fingerprint into PDF document and implement on a
management system. The fingerprint is encoded by a collusion secure code so as to tolerate a
collusion attack by a coalition of traitors. We proposed an optimal detector by estimating the
collusion strategy and the number of traitors from the information extracted from a pirated copy.
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