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An Anti-Malicious Botnet System Using Wiki software and a Beneficial Botnet
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A beneficial botnet, which tries to cope with technologﬁ of malicious
botnets such as peer to peer networking and Domain Generation Algorithm (DGA), has been investigated
and its prototype system has been developed. In order to cope with such botnets’ technology, we
are developing a beneficial botnet as an anti-bot measure, using our previous beneficial bot. The
beneficial botnet is a group of beneficial bots. The peer to peer (P2P) communication of malicious
botnet is hard to detect by a single Intrusion Detection System (IDS). Our beneficial botnet has the
ability to detect P2P communication, using collaboration of our beneficial bots. The beneficial bot
could detect communication of the pseudo botnet which mimics malicious botnet communication. Our
beneficial botnet may also detect communication using DGA. Furthermore, our beneficial botnet has
ability to cope with new technology of new botnets, because our beneficial botnet has the ability to
evolve, as same as malicious botnets.
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