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Empirical Analysis on Information Security and Privacy in loT Society
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In this research, we investigated the conditions needed in loT (Internet of
Things) society though the analyses using on micro data collected from our Web-based survey for

firms (or organizations) and loT users. We especially focused the issues for information security

and privacy. We could obtain some interesting results; for instance, we estimate that the users®

perceptions and the effect of the countermeasures differ for each type of loT service, and we find
that psychological factors effect toward loT services.
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SEM: Structural Equation Modeling
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Kim, D.J., Ferrin, D.L., Rao, H.R., A Trust-Based Consumer Decision-Making Model in Electronic Commerce: the Role
of Trust, Perceived Risk, and Their Antecedents, Decision Support Systems, Vol.44, No.2, 544-564, 2008.
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{#3 t-value g #E¥E  Hi t-value 3 i
a—HF o fF1H 0.2827" 7.130 0,254 0,276 5,540 0.248
M T B = fo—a —0.368%°" 8330 —0.207 —0.326*** —6.190 —0.271
22754 T 2 AR 0.018 0.500 0.017 0.011 0.270 0.010
U AT =0.068" =1.860 =0.063 -=0.095"" =2.130 —0.087
B SRR 0,196 5.400 0,190 0,150 3,330 0.1486
TR B A i —0.082*°*  —2.740 —0.076 —0.058 —1.560 —0.054
In[BAt- TV M) 0.030% 1.600 0.042 0.050°* 2.130 0.071
2 0.290 1.510 0.137
BRI — x =— W3 =0.013 =0.,160  =0.008
A A I — x HERREE o2 ba—a —0.101 —L110  —0.052
BHYI—x 20750 T AKR 0.025 0.300 0.012
B4~ x UASERD 0.077 0.960 0.040
WA I— x HCHETE 0.104 1.370 0.065
Big A T — x (SIS —0.064 —1.030  —0.061
B 51— x In(BAis TV 5 AH) —0.040 —L000  —0.076

(i 40E) 0.022 0.230 ~0.119 —0.970
i 853 853
F-value F(7,845) = 87.10" F(15,837) = 41,62***
Adj R-squared 0.414 0.417
R-squared 0.419 0.427
A R-squared 0.0081
(F-value) 2.58" 1.48
*op < 0%, 0 op < 5%, ¥R op < 1%
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b = z
s f
Hl fEshi-EFE = FF~0kE 0.2365 0.0309 7.65 0.000
H2 AREEhiEveTE = JA~0ERE 0.0831 0.0274 3.03 0.002
H3 FMEzhiEwned s = BN ERAE | 05775 0.0298 19.35 0.000
He AEzhi-EHE = FF~0T8E 0.4088 0.0335 12.21 0.000
H3 FB~DREE = FHA~DTHEE 0.3684 0.0518 711 0.000
HE #H=mFE = MEs e FE 0.2290 0.0233 9.85 0.000
HT #ZefgEE = fiEshitEuned s 0.5802 0.0271 21.38 0.000
HE #=dEE = 7 A~0EE 0.7671 0.0241 31.84 0.000
HY #HeHEE = FA~0TEHER 0.2982 0.0499 5.97 0.000
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coef exp(coef) | se(coef) z p
ASC -0.283 0.754 0.038 -7.42 11.20E-13
feses 0.012 1.013 0.000 43.49 |<2.00E-16
Mg E -0.193 0.824 0.008 -2473 |<2.00E-16
EE -0.466 0.627 0.010 -45.61 [<2.00E-16
EF 0.290 1.337 0.026 11.38 |<2.00E-16
BEO U 0.408 1.503 0.025 16.20 [<2.00E-16
i [HP 0.276 1.318 0.025 10.94 [<2.00E-16
HINEL 0.000
Likelihood ratio test=8016 on 7 df, p=< 2e-16,
n=111240, number of events=37080
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