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A security enhancement technique for wireless communications based on physical
layer secrecy coding and secret sharing

YAMASAKI, shoichiro
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Secret sharing is a method to protect information for security. The
information is divided into n shares, and the information is reconstructed from any k shares but no
knowledge of it is revealed from k-1 shares. Physical layer security is a method to yield a
favorable receive condition to an authorized destination terminal in wireless communications.

In this study, we propose secure wireless packet communications with the secret sharing based on
systematic Reed-Solomon coding and the physical layer security based on vector coding. The secret
sharing based on Reed-Solomon coding yields a favorable receive condition to the authorized
destination terminal. And the physical layer security based on vector coding implements a
single-antenna system and a multi-antenna system. The validity of the proposed scheme was shown by

computer simulations.
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