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The multivariate polynomial cryptosystems have emerged as one of the
candidates of post-quantum cryptography. Most of the multivariate polynomial cryptosystems make use
of the fact that solving a random multivariate polynomial system over a finite field is an
NP-complete problem. However, multivariate polynomials with special properties are used to construct

public key encryption schemes and digital signature schemes. For this reason, we need a detailed
understanding of mathematical properties of multivariate polynomial cryptosystems. In this research,
we showed some mathematical properties of multivariate polynomial cryptosystems. In addition, we
proved relations between computational problems within the multivariate polynomial cryptosystems
(so-called the Tame automorphism Decomposition Problem, TDP for short). These results may be able to
provide a better understanding of the security of the multivariate polynomial cryptosystems.
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