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Research and development of highly secure mobile communications network
technologies for various frequency bands including radio-frequency waves and
light waves
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Toward realizing highlﬁ secure and high-speed keK distribution in mobile
communication networks, we developed a basic theory of multicast secret key agreement, implement an
efficient key distillation protocol, and demonstrated 1-to-2 multicast secret key agreement, at the
first time, using an optical space communication testbed of 7.8 km terrestrial link (laser
wavelength of 1.5um, pulse repetition rate of 10 MHz). We attained the maximum group key rate of 8
Mbps at the optimal atmospheric condition. We accumulated experimental data under various
meteorological conditions, and developed adaptive controls of transmission power according to
channel characteristics, and security certification technologies. We also conducted basic
experiments in the 60 GHz millimeter wave band using a phased array antenna, deriving a design
guideline for multicast secret key agreement.
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