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In this study, we investigated the recently ﬁroposed information-theoretic
security notion called guessing secrecy for developing information-theoretic security. First, we
proposed several definitions of guessing secrecy and investigated their relationship. Then, by
proposing several cryptographic protocols satisfying guessing secrecy, we found that the existence
of the security gap depends on the protocols. We also measured the computation time required to
guess a key of AES under a probing attack and clarified the relationship between guessing and
computation time. Besides the study of guessing secrecy, we proposed several cryptographic protocols
that satisfy perfect secrecy, especially secret sharing and multi-party computation.
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