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We proposed 10T Agent Platform with Secure and Transparent mechanism. In our
architecture, loT agent platform on a cloud service has loT agents which consists digital twins for
various loT devices.

One of our goal is to divide device features and loT (communication and security) features. The
architecture separates two operational domains that is physical devices with physical features and
loT domain with communication and security features. Device vendors with poor knowledge or
experiences for loT would be able to deploy new loT services with loT agent platform which would be
operated by cloud service provider.
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