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The number of cyber threats that targets computer users with targeted email
attacks are increasing. In this study, we analyzed eye movements when the users viewed an email, and
studied a method to predict what criteria the recipient uses to make a decision about whether an
email is a targeted attack email or a normal email. We conducted a survey for the interfaces of the
indicator to display security information, and we analyzed the efficiency with 17 of subjects. The
results showed that the rate of staring at the security indicator, the time it took for the first
stare, the rate of stare time, and the number of times were analyzed as performance indicators,
indicating the effectiveness of the indicator and placement position proposed in this study. We also

verified the effectiveness of the system not only in the PC environment but also in the smartphone
environment.
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