©
2017 2020

Malware detection scheme using behavioral sequence similarity
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Behavioral analysis and detection of malwares has mostly been performed by
experienced engineers, which is too time consuming for the drastic increase in malware attack
incidents nowadays. For automating the analysis and detection of malwares, we have developed a new
set of techniques combining emulator-driven program structure analysis scheme, enumeration of
malware API call sequences for profiling malware behaviors, and a custom processor for accelerating
malware program analysis.
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