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This research evaluates the security of common key cryptography including
the existing lightweight cryptography used in the current network encryption system considering
cyber physical system (CPS) and loT (Internet of Things), and gives a guideline for the construction

of a secure system. As a concrete result, we proposed HIGHT"s best attack (the best attack at the
present time in terms of the amount of decoding calculations), which is a hardware-oriented block
cipher with a modified Feistel structure, and a new attack method against SNOW 2.0, which is famous
as a stream cipher. As a research on the implementation of cryptography, the vulnerability of WPA2,
a wireless LAN cipher, was revealed from the realization of man-in-the-middle attacks.
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