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Searchable encrﬁption enables a client to search over encrypted data in a
server using a specific keyword, while keeping the keyword secret. Since the research started in
2000, it has been actively researched as a technology close to practical use in advanced
cryptography using cloud technology. In this research, we first develop "key updatable searchable
encryption” that can update the private key in the mobile device to prevent the key leakage (caused
by loss of theft of the device) in the loT environment. We study a concept, schemes and evaluate
them in terms of implementation and safety. During the three-year research period, we achieved the
results of 9 papers without peer review, 1 paper with peer review of international conference (and
additionally 1 paper currently submitted), and 1 paper of international journal.
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