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This work aims to implement secure cryptographic algorithms for secure
devices such as smartcards, RFID tags, and smart home appliances by developing methods that are
resistant to side channel attacks such as power analysis attacks and differential fault attacks.
Broadly speaking, we have developed attacks(crashing modulus attack for Rabin cryptosystem) and
secure implementations of Rabin cryptosystem(determination of the size of secure random padding
using lattice reduction technique), a key reconstruction method in Feistel block cipher using
instruction-skipping DFA, and a random number generation technique using the noise associated with

wireless communications to realize countermeasures against side channel attacks such as masking at
loT terminals.
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Table 1

Pour dBm —o0 -60 =50 -40 =30 =20 -10 0
Most Common Value 0.998798 0.998768 0.998575 0.998845 0.999083 0.998671 0.999132 0.998974
Collision | 0.966577  0.966577 0.966577 0.977632 0.955606  0.955606  0.955606  0.977632
Markov 0.999036 0.999109 0.998852 0.998803 0.999193 0.998847 0.999475 0.999327
Cﬂmpl't‘\\iﬂn 1.000000 1.000000 1.000000 1.000000 1.000000 1.000000 1.000000 1.000000
t-Tuple | 0.936758 0.936758 0.940114  0.938417  0.936758 0.933552  0.936758  0.940114
LRS 0.999989 0.995650 0.999112 0.997434 0.999961 0.999848 0.987004 0.995447
Multi MCW 0.999621 0.999470 0.999005 0.999895 0.999466 0.998892 0.999143 0.999275
Lag 0.999121 0.999302 0.999151 0.998891 0.999277 0.998659 0.999282 0.998915
Multi MMC 0.999043 0.999382 0.999266 0.999249 0.998962 0.999110 0.999394 0.999665
LZ78Y 0.998979 0.998940 0.998752 0.998704 0.998861 0.998876 0.999734 0.999259
Min-entropy 0.936758 0.936758 0.940114 0.938417 0.936758 0.933552 0.936758 0.940114
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