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In this project, we have developed the following two systems: a
hypervisor-based surveillance system of storage devices on an endpoint computer, and an analysis
system to find security incidents using the time-series data obtained from the surveillance system.
The novel results of this project include: (1) we developed a novel machine learning feature on the
analysis system. We used the machine-learning-based analysis system in detecting ransomware"s
storage access patterns. The system achieved a detection rate between 96% and 98% (F-measure). And
(2) we developed a memory forensic feature on the surveillance system. In summary, we have refined
our previous version of the hypervisor-based surveillance and analysis system using the
machine-learning function and the memory forensic function.
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