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Study on speeding up homomorphic encryption
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The purpose of this research is to improve the efficiency of homomorphic
encryption in order to protect the data privacy of data mining and Al technology through executing
the algorithms in those technologies only on encrypted data. General homomorphic encryption schemes
are constructed by using an algebraic number field called a cyclotomic field, but in this research,
the decomposition field Z (for prime number 2) is used instead of the cyclotomic field. We have
realized a situation where an integer ring modulo a power of 2 appears as a plaintext structure

(rather than a finite field), and as a result, we have achieved several times to several tens of
times the speedup of homomorphic encryption.
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| || m| g| d| I|r(DR-F\.r)Ir(DH-BGV)|rtHEim]|
par-127 127 18| 7|8 162 189 135
par-8191 8191 | 630 (13 |8 210 247 250
par-43691 43691 | 1285 |34 |8 234 258 256
par-131071 |{ 131071 | 7710 | 17 | 8 242 261 -
HElib

| [ A] Enc] Dec|Add| Mult]Exp-by-2®]
par-127 26| 023 0.18 [0.00| 0.66 4.78

par-8191 92| 30.45| 210.77|0.84 | 107.53 512.64
par-43691 || 237 |268.00 | 5158.44 | 4.74 | 634.69 | 4187.81
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| [[ A] Enc| Dec|Add| Mult]|Exp-by-2%|
par-127 -] 0.06] 0.08]0.00[ 0.54 3.53

par-8191 29| 249 | 235|024 | 2123 127.34
par-43691 32| 5.17| 5.19|0.59| 50.85 293.52
par-131071 || 84 | 30.14 | 29.35 | 3.70 | 282.11 1678.52
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