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Quality Improvement of Natural Data for Security by Controling Initial State
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Quality improvement of natural random data for 10T security has been done in
this research. In order to obtain random number stably from weak natural signals e.g. device
mismatch or thermal noise in the basic latch circuits, an idea to control the initial state is
applied. In PUF, which generate device specific numbers constantly, the initial point is guided away
from the dividing ridge for the final binary state. While in TRNG, which generate unpredictable
number every time, the initial state is adjusted on the dividing ridge.
PUF have achieved no bit error without ECC under worst voltage and temperature corner conditions and
after aging by further introducing mismatch enhancement technique through hot carrier injection.
Combination of TRNG and high output rate post processing circuit has successfully generated a high
quality random bit with a rate of one bit from 6 TRNG cells raw outputs.
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