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In this research, for the purpose of maintaining and improving cyber

security, | considered an optimized approach to protect confidentiality, integrity, and availability
of information and data, which is also the definition of cyber or information security. Before
legal discussion, | analyzed what information or data is also from the perspective of semiotics and
information technology, and how we protect cyber security using both technological measures and
criminal law, and then using the information in relating to other countries™ cyber crime statutes
and their interpretations, | proposed some reform plans of preexisting criminal statutes in Japan,
mainly focusing on hacking (unauthorized access offences). However, a criminal law approach how to
prevent physical harm from occurring by cyber attacks still remains as my future tasks.
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