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A Novel Coaxial Electromagnetic Liveness Detection Sensor Enhancing the Security
of Fingerprint Authentication against sophisticated spoofing
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In offering more reliable and convenient means of authentication than
traditional methods, biometrics systems have become increasingly important. Yet, biometric systems
also exhibit several weaknesses, particularly their relative vulnerability to sophisticated
spoofing. A unique coaxial band-pass filter employing the CSRR (Complementary Split-Ring Resonator)
structure has been studied. The effectiveness of the proposed sensor has been assessed with the
measurements using the EER (Equal Error Rate) index. Also, LOF (Local Outlier Factor) based method
for fake human finger detection algorithm has been proposed. Finally, a novel multi-ring coaxial
liveness detection sensor has been proposed to improve the detection accuracy of high-level
sophisticated spoofing attacks against fingerprint authentication systems. Measurements were carried

out for both human and fake fingers using a 0.1 mm thick silicone rubber sheet to assess the
effectiveness of the proposed sensor.
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