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In this research, a data flow-oriented access control structure that allows
each of users and user applications to control and utilize link and network bandwidth as network

resources based on the given role. Technically, by leveraging network programmability and X.509
certificate-based authenticaion and authorization, a flexible and fine-grained access control model
is realized to satisfy a variety of users and security requirements.
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