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This project investigated the secrecy capacity (SC) of covert wireless
communication (CWC), in terms of SC analysis, SC/Covert Outage/Transmission Outage tradeoffs and SC
enhancement/optimization. About the SC study, we explored the SC of single hop CWC, CWC in two-hop
relay systems, and CWC in wireless networks. About SC/Covert Outage/Transmission Outage tradeoffs,
we studied the modeling of covert outage probability, transmission outage probability and secrecy
outage probability, and the inherent trade-offs between the SC and outage performances. About SC
enhancement/optimization, we explored the joint designs of power control and artificial noise for SC

maximization in single hop CWC, the joint designs of cooperative jamming and power control for SC
maximization in two-hop relay CWC, and the joint designs of jamming, spectrum partition and mode
selection for SC maximization in CWC networks.



Covert wireless communication (CWC) is highly appealing for many important applications, like privacy
preserving communications, coastal surveillance, undersea warfare, etc. The well-known Wyner’s SC
theory, which is built on the classic Shannon security notion and has been vital for characterizing the link
SC of conventional secure communication paradigm where only the protection of information content is
concerned, is not well suited to characterize the SC of the new CWC paradigm. Thus, despite someresearch
efforts on CWC, the SC theory of CWC - atheory defining the maximum secrecy rates achievable between
node pair(s) while ensuring a covert and reliable communication, has remained an open problem. The PHY
security technologies (like cooperative jamming, artificial noise, etc.), which exploit the inherent
randomness of channels and noise for secret communication, have recently attracted considerable attention
for CWC since they characterize the fundamental ability of PHY to hide a CWC from warden(s). Thisis
why there is an increasing interest in developing a powerful PHY security-based SC theory for CWC, as
evident from several ongoing national projectsin the USA and Europe. It is expected that such atheory not
only helps us to understand the basic SC limit of CWC but also serves as an instruction guideline for the
design and optimization of CWC systems.

The goal of this project is to research on the three fundamental issues of CWC SC study in the context of
PHY security, namely the SC analysis, SC/COP/TOP tradeoff and SC enhancement/optimization. We first
study the SC for single-hop CWC, two-hop CWC, and CWC in different network scenarios. The main PHY
security technologies to be considered include the cooperative jamming, artificial noise and link/relay
selection. Second, for the SC/COP/TOP tradeoff, we will investigate the SC/COP/TOP tradeoff under
various PHY security technologies, channel models and warden’s models. Some new reply/jammer
selection schemes will also be developed for a flexible SC/COP/TOP tradeoff. Finally, we will explore a
joint design of the cooperative jamming, artificial noise, power control, spectrum partition and mode
selection SC enhancement/opti mization.

(1) Secrecy Capacity (SC) Study:

We first explored the fundamental single-hop CWC. For covert communications with a finite blocklength
over AWGN channels, we employed the incomplete Gamma functions to develop an efficient numerical
method for the evaluation of SC. We also explored a new secure wireless communication paradigm with
both covertness and secrecy guarantees, and applied the Constrained Nonlinear Optimization theory and
Lambert's W function to establish a complete theoretical framework for its SC capacity study. We then
explored the CWC in two-hop relay systems. For atwo-hop and half-duplex (HD) two-way relay system,
we proposed covertness strategy to resist the warden’s detection for various scenarios, and provided
theoretical SC analysis for each scenario. For a two-hop and HD multi-relay system, we proposed
reply/jammer selection schemes based random selection or relay channel state information, and applied the
Hypothesistest theory and Shannon Theory to devel op theoretical frameworks for SC study. For atwo-hop
full-duplex (FD) relay system, we applied probability theory to conduct theoretical modeling for the SC
when the system works under the FD mode, HD mode, or the joint FD/HD mode. Based these studies, we
further explored the CWC in wireless networks. Wefirst considered arandom wirel ess network, and applied
stochastic geometry to develop theoretical framework for the SC analysis under warden colluding for both
non-fading and fading channels scenarios. We then explored the CWC in a D2D-enabled cellular network,
and applied Probability Theory to develop theoretical frameworks for SC analysis when D2D pair operates
under the underlay mode, overlay mode, or the probabilistic mode selection.

(2) SC/Covert Outage/Transmission Outage Tradeoffs:

For the new secure wireless communication paradigm with both covertness and secrecy guarantees, we
applied the Hypothesis Test Theory, Shannon Information Theory and Probability Theory to develop
theoretical frameworks for the modeling of covert outage probability (COP), secrecy outage probability
(SOP) and transmission outage probability (TOP). Based on these results, we explored the tradeoffs among
SC, COP, SOP, and TOP under various scenarios determined by the detector-eavesdropper relationships
and secure transmission schemes. For two-hop multi-relay wireless communication systems, we applied
the Hypothesis test theory and Shannon Information Theory to develop a theoretical framework for the
analysis of TOP and COP, and also proposed two classes of reply/jammer selection schemes to explore the
inherent tradeoffs among SC, COP and TOP. We further extended such tradeoff study to the scenarios with
cooperative jamming and active warden. Based on the Probability Theory and the techniques of convolution
and Laplace transform, we devel oped theoretical frameworks for the modeling of COP and TOPin aD2D-
enabled cellular network and in a random wireless network, and then apply these models to explore the
inherent tradeoff among SC, COP and TOP in these networks.



(3) SC Enhancement/Optimization:

For the new secure wireless communication paradigm with both covertness and secrecy guarantees, we
explored the techniques of power control and artificial noise for SC maximization under various scenarios
determined by the detector-eavesdropper relationships and the secure transmission schemes. For a two-hop
multi-relay wireless communication system, we applied the efficient numerical searches and power control
techniques for SC maximization under scenarios with active/passive warden and cooperative jamming. For
awireless FD relay system, we first proposed a joint FD/HD mode for SC enhancement, and then applied
the probability theory and Karush-Kuhn-Tucker conditions for optimal transmit power control and SC
maximization. For arandom wireless network, we applied the particle swarm opti mization method and the
joint design of transmit power and transmission rate for SC maximization. For a D2D-enabled cellular
network, we applied the Constrained Nonlinear Optimization theory to explore the joint designs of jamming
signal power, spectrum partition and mode selection for SC maximization.

(1) Secrecy Capacity (SC) Study:

We explored the SC of fundamental single hop CWC. We first developed the theoretical framework and
numerical methods to explore the SC of covert communications with a finite blocklength over AWGN
channels. We then studied the SC under the new secure wireless communication paradigm where the
covertness and secrecy properties are jointly guaranteed, and conducted detailed theoretical analysis to
study the SC of this paradigm under quasi-static Rayleigh fading channel and various scenarios determined
by the detector-eavesdropper relationships and the secure transmission schemes adopted by transmitters.
We further explored the SC of this new paradigm with active attacker where attackers can perform
detection/eavesdropping and jamming simultaneously.

We studied the SC of CWC in two-hop relay systems. We first studied the SC in two-hop and HD two-
way relay system. We considered various scenarios regarding the warden’s prior knowledge about therelay,
the sources/relay’s prior knowledge about the warden, as well as different relaying patterns, and then
proposed corresponding covertness strategy to resist the warden’s detection for each scenario. We provided
theoretical analysis of SCfor each scenario with a given covertness strategy. We then explored the SC study
of two-hop and HD multi-relay system. We considered the scenarios of passive warden, cooperative
jamming and active warden, and proposed two classes of reply/jammer selection scheme based on random
selection or relay channel state information. We developed corresponding theoretical frameworks of SC
study for each scenario and each reply/jammer selection scheme. We further examined the SC in atwo-hop
FD relay system. We conducted theoretical modeling for the SC when the system works solely under the
FD mode or HD mode. For an improvement of SC, we proposed ajoint FD/HD mode that flexibly switches
between the FD and HD modes depending on channel state of the relay self-interference channel, and also
provided the theoretical modeling for SC under the joint FD/HD mode.

We studied the SC of CWC in wireless networks. We first considered a random wireless network
consisting of a multi-antenna source node, a single-antenna destination node and multiple single-antenna
interferers and wardens. For both non-fading and fading channels scenarios, we developed theoretical
framework for the SC analysis under warden colluding, where multiple wardens can combine their
observations for transmission detection. We further studied the SC of covert communication in a D2D-
enabled cellular network. We devel oped theoretical frameworksto model the SC of cellular user when D2D
pair operates solely under the underlay mode or overlay mode, and further explored the SC under the mode
selection scheme allowing D2D pair to select either mode with certain probability.

(2) SC/Covert Outage/Transmission Outage Tradeoffs:

For CWC in two-hop multi-relay wireless communication systems, we proposed two classes of
reply/jammer selection scheme based on random selection or relay channel state information, and
developed atheoretical framework to analyze the TOP and COPfor agiven relay/jammer selection protocol.
We then explored the inherent tradeoffs among SC, COP and TOP, and further extended such tradeoff study
to the scenarios with cooperative jamming and active warden.

For a D2D-enabled cellular network, we first developed theoretical frameworks to model the COP and
TOP, and then explored the inherent tradeoff among SC, COP and TOP. We further explored such tradeoff
to network scenario with mode selection scheme allowing D2D pair to select underlay mode or overlay
mode with certain probability. For arandom wireless network consisting of a multi-antenna source node, a
single-antenna destination node and multiple single-antenna interferers and wardens, we applied the
techniques of convolution and Laplace transform to derive the COP and TOP, and then expl ored the tradeoff
among SC, COP and TOP in such network.



We explored a new secure wireless communication paradigm where the physical layer security
technology is applied to counteract both the detection and eavesdropping attacks, such that the critical
covertness and secrecy properties of the communication are jointly guaranteed. We first provided
theoretical modeling for COP, secrecy outage probability (SOP) and TOP to depict the covertness, secrecy
and transmission performances of the paradigm. We further explored the tradeoffs among SC, COP, SOP,
and TOP under various scenarios determined by the detector-eavesdropper relationships and the secure
transmission schemes adopted by transmitters.

(3) SC Enhancement/Optimization:

For CWC in two-hop multi-relay wireless communication systems, we applied the efficient numerical
searches and power control techniques to explore the SC maximization issue in the system, and further
explored the SC maximization under scenarios with cooperative jamming and active warden. For awireless
FD relay system, we first explored the optimal transmit power control of relay for the SC maximization
when the system works solely under the FD mode or HD mode. We then proposed a joint FD/HD mode,
which explores the channel state of the relay self-interference channel to flexibly switch between the FD
and HD modes such that an enhancement of SC is achieved. Under the joint FD/HD mode, we aso
examined the related problem of optimal transmit power control of relay for SC maximization.

For arandom wireless network, we developed an algorithm based on the particle swarm optimization
method to identify the optimal designs for the transmit power and transmission rate and thus to achieve SC
maximization. We demonstrated that the maximal SC for both the non-fading and fading channels is
invariant to the density of interferers and the interfering power, regardless of the number of transmit
antennas. For D2D-enabled cellular networks, we first explored the optimizations of jamming signal power
and spectrum partition for SC maximization, and further explored the joint optimizations of jamming signal
power, spectrum partition and mode selection for SC maximization.

For the new secure wireless communication paradigm where the covertness and secrecy properties are
jointly guaranteed, we explored the SC optimization in the paradigm under various scenarios determined
by the detector-eavesdropper relationships and the secure transmission schemes adopted by transmitters. In
particular, we explored the power control technique and artificial noise techniquein transmitters for the SC
maximization. We further extended such SC maximization study to the active attacker scenario where
attackers can simultaneously perform detection/eavesdropping and jamming.
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