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Detecting IPv6 network scan with DNS backscatter
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Full network scans to the IPv4 whole address space are handy and easy due to
its address size. However, random scans to IPv6 address space are not feasible and also hard to
detect in current passive network sensors. In this work, we design, implement, and evaluate a new
framework to detect IPv6 scans, called DNS backscatter. DNS backscatter relies on DNS queries
triggered by targets when scanners send scan packets to them. Our results demonstrate that the DNS
backscatter can detect network-wide IPv6 scans more effectively than existing techniques (e.g.,
darknet, backbone traffic analysis).
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Period #Address #prefix/64 #AS
DNS 425 days 12.8K 1.7K 786
Mail 354 days 4 3 1
Web 352 days 984 793 152
NTP 393 days 1.8M 1.8M 576
BitTorrent 410 days 28M 16M 2,963
Bitcoin 385 days 27K 16K 618
Traffic 420 days 2.2M 1.3M 6,695
rDNS 55 days 7.5M 118K 582
Total 38M 19M 7,369
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