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PUF, Fuzzy extractor, and authentication protocol were comﬁrehensively
examined so that the authentication protocol can be executed by sensor devices with low
computational resources. Programmable analog ICs on which analog front-end circuits for sensors are
implemented can be used as PUF. We proposed a secret sharing method on an integer ring as a tool for
Fuzzy extractors, and showed Fuzzy extractors using NTRU public-key cryptosystem. The lightweight
block cipher required for authentication protocols was implemented in FPGA from C language programs
by high-level synthesis, and the relationship between the description in C language and power
consumption was investigated.
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