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Against physical attacks that read signals inside loT devices by laser
irradiation or direct probing, by regarding the circulation of security states as a function of the
loT ecosystem, we worked on leakage-resilient cryptography (cryptography field), information
distillation (information theory field), and leakage detection technology (hardware security field.)
We have presented the research results at top-tier international conferences and academic journals.

Furthermore, by promoting cross-disciplinary research beyond conventional research, we have
developed leakage sensor circuits that detect attacks, algorithms that securely restore keys, and
protocols that operate them securely. As a result, we have achieved significant results that
contribute to constructing a resilient loT system using cryptographic hardware.
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