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The legal issues of criminal investigations on personal data stored abroad by
third parties.
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The development of computer networks creates a massive records of the use of

online services and data stored in the cloud, which is often stored abroad. Information (i) stored
on foreign servers and (ii) held by third parties, such as service providers, is becoming
increasingly important for investigative authorities. However, there are issues with mandatory
searches of such information, such as (i) whether they infringe on the sovereignty of the country
where the data is located, and (ii) whether they raise privacy and personal data protection
concerns. This study compares the discussions in Japan, the US and the EU on these issues, and
proposes a desirable legal system.
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