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ECU(Electronic Control Unit)

This research focuses on establishing design, countermeasure, and
verification methods to ensure cybersecurity for automobiles. An in-vehicle system is a distributed
control system with many control computers called ECUs (Electronic Control Units), which are
required to realize safe driving. Moreover, the proliferation of technologies for connected and
autonomous vehicles increases the potential of cyber-attacks. Therefore, this study comprehensively

researched threat analysis methods, countermeasures, and evaluation methods for next-generation
in-vehicle systems.
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Algorithm 2: MONITORING ALGORITHM OF SECURE KEEP

/l:l : Sending Keep Alive Message (CAN-ID=1) from the legitimate node 1 ALIVE MESSAGES ON CAN
G : Sending (CAN-ID=2) from the legitimate node | Input: KAM;: Receive Keep Alive Message §
t KAM;: h\
T : Sending me: (CAN-ID=3) from the legitimate node | P ! P E! .
EB - Spoofing message (CAN-1D-3) from the atcker Output: §: Result of whether spoofing messages arrived

B . within the interval of KAM;
: The transmission counter from the legitimate node 1 | L I
1 /I Stepl. Get the number of receiving messages (Cnt,_,,)
from the table (Monitroing_Table) of storing the number
of messages sent from the nodes I ;

€3> Transmission Period of the Keep Alive Message from the legitimate node |

\\4-‘9 : Undetected tme of the spoofing message (CAN-1=3)

z Cm‘icu « Monitroing_Table;

3 // StepZ. extract the transmission counter [C'nrgr) after
verification of the MAC in KAM;:

1 Cntl o KAM;;

s /I Step3. Verify Cm‘ﬁr and Cnr,{w match;

6 if Cm‘gr # Cntl ., then

7 /{ Found the spoofing messages;

B & «— TRUE;

Att = 20, detected the
value “2" in the Keep

0 9

—

m oo ;

L e, o else

‘e N A S T if 30 1 | &« FALSE;
The nussber of P e [ 1 // Stepd. Clear the counter CHJ‘J{‘.U:
rectived messages | 0 [T 1z1lo0 [T (213 1% [N I s
from the node | - 12 Cntppp, — 0;

13 return 4 ;

Figure 2: An example of realization of the proposed method
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ECU

30 ECU

Test equipment ECU
(Example of sending data) o § o TABLE I 7 7 )
SECURITY ACCESS SERVICE EVALUATION RESULTS IN REAL VEHICLES
1) Reguest seedf| 002 27 01 00 00 00 00 00
((aeqefatseed) > Evaluation Items H Car A ‘ Car B ‘ Car C
1. Number of evaluation CAN IDs 21 41 22
e (6 67 01 s xx v 2 00 (2) Response 2. Number of evaluated session types 66 55 79
Seed value xx
( ) 3. Total number of security access service 75(19) | 26016) | 31(17)
- 2 bytes 32
(3) Serd Key [ 0x0627 023 vy 333 00 4. Seed length (4-1) T or 2 bytes 1M @) 1
(sendKey) (4-2) 3 or 4 bytes 53(18) 8(35) 12(7)
5. Regular (5-1) Always same value 3 3(1) 5(3)
0x02 67 0200 00 00 00 00 (4) Response pattern in seed (5-2) Same value in multiple times || 20(14) 1(1) (T
: values
(accept or reject) (5-3) Always difference 9(2) 8(5) 0(0)

In this table, the number indicates the number of services. Then, ()" indicates the number of CAN-IDs.

Fig. 1. Security access service sequence on UDS
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TABLE II
AVERAGE TIME AND NUMBER OF ATTEMPTS REQUIRED UNTIL BRUTE
FORCE ATTACK SUCCESS

Evaluation Item Results(times or hours)
Average attempt 28.412.000

Average time required 47.3 hours

Minimum time required 0.5 hours

Maximum time required 108.8 hours

Airbag Control Module(ACM)



Event Data Recorder(EDR)

ACM 7
@ ) EDR
@
) EDR
# 1. EDR OFEHAE O—HR:
F—4ER ot

Bl Pre-Crash data (-5 to 0

= seconds) . —
7 L—MON-OFF BN T — 2 (5H H0B) A o - — % e—
TUSLROY FLEERT S LSS, BIE &R
T EER g
BEAL FOREE, BiERE Pre-Crash data (1 sample)
eI DK, BFR WENT—20Y T +12VER ACM
MFREOSHIKE
EEFOL— RS 3 EDR g]iﬁ
LT RUL Y ETY
AT FI O E OREL Crash Pulse Data _ CANA WY {7 — 3 (e N
EEARDREDRREE MREISERS ST ERERHE | cantvo— ney
EfRa—LE

Ak - EEAMOEEORKEL

B4 3. FEBRERFE OHERKX

EDR

Fig. 4. A Minimized Generator with the Partial Scenario

B —F Pre-Crash DTC Information
BRI OB — FEE
7 EDR ( ) ( )
%3 U VAT LTSN -
AP 2 FA LA VPRTL
Fil=) FERI - T LIy BB UITRATROMH EDR
B | B
When EBROBHIER ax O
A IEZCAN(E B D3 H T3 x x o
Where
15¢-SuE JA £
x
Who - 2
FET7 2 RICERAESALEIP x O
TIELCANESDET—4 S X @]
What — —
ETFHENTEITaNfaATLF x O
Why e R e o e o e
O : Mftyarae A HORROLEEGATRE X TSR]
8. EDR
3
LTL 9 397
O Com1 ; Com2
A Sensor Controller o | Brake B
7| actuator
[
Com3 Coma
c Brake cancel State s
button detector
Fig. 2. Logical Structer of a Brake Assist Systeml
9. ( ) L

C )



194

Controller Area Network (CAN)

2019

SEI

80-85

DOl

24 0 9

Toshiyuki Fujikura, Ryo Kurachi

A Simultaneous Attack Scenario Generation Method Using the Parallel Behavior Model

The 2020 IEEE 91st Vehicular Technology Conference (VTC2020-spring)

2020
2021 (SC1S2021)
2021
IDS
2021 (SC1S2021)

2021




Event Data Recorder

2021 (SC1S2021)

2021

IDPS

2020 Symposium on Cryptography and Information Security (SC1S2020)

2020

2020 Symposium on Cryptography and Information Security (SC1S2020)

2020

Ryo Kurachi, Kentaro Takei, Takaaki linuma, Yuki Sato, Manabu Nakano, Hideki Matsushima, Jun Anzai, Toshihisa Nakano,
Hiroaki Takada

Evaluation of Security Access Service in Automotive Diagnostic Communication

2019 IEEE 89th Vehicular Technology Conference: VTC2019-Spring

2019




Ryo Kurachi, Hiroaki Takada, Naoki Adachi, Hiroshi Ueda, Yukihiro Miyashita

DDCAN: Delay-time Delivable CAN network

IEEE International Workshop on Automobile Software Security and Safety (A3S)

2019

Toshiyuki Fujikura, Ryo Kurachi

An Attack Scenario Generation Method Using the Behavior Model

The 24th IEEE Pacific Rim International Symposium on Dependable Computing (PRDC 2019)

2019

Ryo Kurachi, Hiroaki Takada, Hiroshi Ueda, Shuhei Takimoto

Towards Minimizing MAC Utilization for Controller Area Network

The 2nd ACM Workshop on Automotive and Aerial Vehicle Security (AutoSec)

2020

Ryo Kurachi, Toshiyuki Fujikura

Proposal of HILS-based in-vehicle network security verification environment

SAE World Congress 2018(SAE WCX2018)

2018




Ryo Kurachi, Masato Tanabe, Jun Anzai, Kentaro Takei, Takaaki linuma, Manabu Maeda, Hideki Matsushima ,Hiroaki Takada

Improving secure coding rules for automotive software by using a vulnerability database

IEEE International Conference on Vehicular Electronics and Safety (ICVES2018)

2018

Dennis Oka Kengo, Toshiyuki Fujikura, Ryo Kurachi

Shift Left: Fuzzing Earlier in the Automotive Software Development Lifecycle using HIL Systems

Embedded Security in Cars Conference Europe 2018 (escar EU 2018)

2018

Ryo Kurachi, Hiroaki Takada, Naoki Adachi, Hiroshi Ueda, Yukihiro Miyashita

Asymmetric key-based secure ECU replacement without PKI

Workshop on Security issues in Cyber-Physical System(SecCPS)

2018

2018

2018




2019

2019

2019
2019
Autoencoder CAN

2019
2019

CAN

(ETNET2019)

2019




HILS

dSPACE Japan User Conference 2018

2018

LSI 2018

2018

2021 (SC1S2022)

2022

CAN

2021 (SC1S2022)

2022




1SO/SAE 21434

IDS

2021

(SC1S2022)

2022




