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For architecture area, we have implemented context-aware loT sensors and
routers. We attach the context-info such as sensor name and sensor device id to the trailer of data
packet. When packets enter into the network, the loT routers get the context-info of the sensor

data, and perform data processing accordingly. We also prototype context-aware private LTE/5G
network and also integrate it with public LTE.

For application area, we have developed multiple use applications. For example, we have developed
context-aware loT system on campus for population estimation to slow the spread of COVID-19. Our 3C
system is a typical application of our proposed context-aware loT system that has a strong practical
value in helping people to monitor the “ new lifestyle” when people are gradually returning to
the office. We have also deployed loT sensors and gateways in Hiroshima to monitor the ocean
environment to support the local fisheries industry.

Internet-of-Things (1oT) Mobile Network Context-aware



(1) With the development of LTE/5G mobile technologies, Internet-of-Things (1oT) has
been playing an important role in human life (Fig.1). Not only conventional smartphones and
tablets, but also emerging massive Machine Type Communication (mMTC) including cars,
drones, industrial machines, and sensors are being interconnected through mobile services with
low cost, low latency, and low energy consumption.
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Fig 1 Architecture of IoT Mobile Network

(2) Although loT has broad application prospectsin avariety of fields, these advances are
limited by the rigidity of the current network infrastructure that is designed in a host-centric
manner suitable for point-to-point communication, which isinefficient in supporting new Internet
use cases such as data-oriented 10T applications. When an loT data packet is transmitted into
Internet, the contextual information of the data is hidden from network appliances unless
performing deep packet inspection (DPI) on packets. On the other hand, many 10T applications
support in-network computing and caching or storage, which requires exposing high-level
application-layer contexts (such as service) and low-level sensor-layer contexts (such as device,
location, time) to in-network appliances.

2.

(1) The main goal of this research project is to design and implement a context-aware 10T
network infrastructure that can handle 10T traffic based on contextual information exposed from
both high application-layer and low sensor-layer, to fill the gap between IoT and IP
network leveraging Software-defined Networking (SDN) and Network Function Virtualization
(NFV).

(2) The second goal of this research project is to implement use case applications on the
proposed |oT platform to show the feasibility of the designed IoT platform.

(1) The main ideaisto attach contextual information to the packet trailer of 10T applications
so that the proposed I0T network architecture can be deployable in current 1P-based Internet
where conventional routers and switches forward/process packets based on packet headers.
Meanwhile, our custom 0T packet gateways can forward and process packets on the packet
trailers. In this research project, contextual information is attached to the packet trailer of loT



applications so that customized packet gateway can process and forward the packets based on
attached contextual information. The context-aware 10T network architecture can be
incrementally deployablein current |P-based Internet where routers and switches process packets
based on packet headers and treat packet trailers as a part of payload.

(2) To guide study and design, the platformis devel oped together with some 10T applications
such as lifestyle-monitoring system, which help to test and improve the platform during its
development process. We develop multiple kinds of sensors and |oT applications in a rea
environment such as on campus to get rea users. Then we can improve our context-aware system
viathe feedback from users.

(1) Context-ware 10T mobile router. We have designed and created loT mobile router, which
consists of Raspberry board, Sensor HAT board and LTE modem board. We attached the context-
info such as sensor name and sensor device id to the trailer of data packet. The packet gateway,

built with our deeply programmable FLARE node, will get the context-info of the sensor data,
and will perform traffic engineering accordingly. The prototyped system has been demonstrated
in Japan IT week at Tokyo Big Sight during 2019/5/8-5/10.
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Fig 2 Context-aware loT Mobile Router

(2) Context-ware 10T sensors and gateways. We have devel oped multiple kinds of 10T sensors

(including temperature, humidity, atmospheric pressure, GPS) and gateways (including Arduino
version and Raspberry version) for monitoring people’slifestyle. We have deployed multiple loT
sensors and gatewaysin Hiroshimato monitor the ocean environment to support thelocal fisheries
industry.
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Fig 3 Context-aware loT Sensors and Gateways

(3) Context-aware Private LTE/5G Network. We have prototyped a context-aware UE dlicing

architecture utilizing in-network deep learning. In our implementation, we tag the downlink
packets with the identified context info utilizing deep learning at the packet gateway (PGW) and
transmit them to RAN dlice with different spectrum resource blocks (RBs) and scheduling



agorithms. The context info can be defined be as application name, location info or others as user
defined. The work has been published in 3 papers and one paper got |EICE ICM English Session
Encouragement Award.
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Fig 4 Context-aware Private LTE/5G Network

We cooperated with a mobile network carrier to integrate our private LTE with apublic LTE
network, where auser can migrate between the private LTE and the public LTE network with only
one SIM. We have also integrated our |oT systems into our Local 5G system, where the sensor
dataistransmitting via Local 5G network. We are integrating the 10T system with satellite link,
where an NB-10T eNB will be deployed on LEO satdllites to provide ubiquitous coverage.
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Fig 5 Integrate Private LTE/5G Network with Public LTE network

(4) High-speed PPPOE Router for home [oT network. We build a compact 10Gbps software
PPPoE router on a commercia mini-PC for home |oT network, which can achieve much higher

throughput than acommercial PPPoE router tested in a production environment. The related work
has been presented at a conference, and the paper has been recommended for |EICE journal paper.
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Fig 6 High-Speed PPPoE Router for loT Home Network

(5) Life-style monitoring system for COVID19. We have developed context-aware 10T

system on campus for population estimation to slow the spread of COVID-19. Our 3C systemis
atypica application of our proposed context-aware 10T system that has a strong practical value
in hel ping people to monitor the “new lifestyle€” and contribute to dowing the spread of COVID-
19 through reducing densely areas when people are gradually returning to the office. We design



and deploy sensors and base stations at specific locations to monitor the communication from
nearly devicesinstalled COCOA App and count the number of devicesto estimate the population
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Fig 7 Life-style mentoring system for COVID19 deployed on Campus in the University of Tokyo

Totally, we have deployed more than 200 sensors and 30 base stations in the classrooms,
libraries, and cafeterias on four campuses in the University of Tokyo. Our web service of the
population estimation has about 1000 page views per day. The feedback shows the service is
highly-evaluated by students and administration. Moreover, we have been invited to deploy our
3C systems in business facilities. For example, we have also deployed 30 sensors and 10 base
stations to monitor the number of climbers at various inspection points on Mount Fuji areain
rea time to protect the safety of climbers.

We have integrated the 3C Sensing into 5G CPEs so that the Local 5G network itself can
detect population density in the 5G area. We have also done some research in the 5G network
dlicing that is assumed to support 10T in a 5G dicing. The results have been published as two

international conference papers and one technical report.



DU Ping NAKAO Akihiro MIKI Satoshi INOUE Makoto E103.B
Design and Implementation of 10Gbps Software PPPoE Router for loT Smart Home Network 2020
IEICE Transactions on Communications 422 430

DOI
10.1587/transcom.2019EBT0002

26 1 7

Ping Du, Aerman Tuerxun, Anan Sawabe, Takanori Iwai, Akihiro Nakao

Automatic Check-In Service at Businesses Enabled with Private Mobile Networks

IEEE Global Communications Conference (Globecom)

2020

Aerman Tuerxun, Ping Du, Junji Yumoto, Akihiro Nakao

Design and Manufacture of Narrow-Band BPF for Local 5G Network Slicing

4th International Workshop on Advances in Slicing for Softwarized Infrastructures

2020 2021

Aerman Tuerxun, Ping Du, Junji Yumoto, Akihiro Nakao

Design and Manufacture of Narrow-Band BPF with 3D Printing for Local 5G Network Slicing

IEICE NS2020-162

2020




Qinghao Liu, Takafumi Morita, Yoshihisa Kishiyama, Kensuke Miyachi, Takahiro Asai, Ping Du and Akihiro Nakao

A Reliable Cooperative Operation Platform based on Mobile Edge Computing

IEICE NS2020-5

2020

Ping Du, Akihiro Nakao, Zhaoxia Sun, Lei Zhong and Ryokichi Onishi

Deep Learning-based C/U Plane Separation Architecture for Automotive Edge Computing

The Fourth ACM/IEEE Symposium on Edge Computing (SEC), Poster Presentation

2019

Ping Du and Akihiro Nakao

Understanding Intelligent RAN Slicing for Future Mobile Networks Through Field Test

The 20th Asia-Pacific Network Operations and Management Symposium (APNOMS)

2019

Zhaoxia Sun, Ping Du, Akihiro Nakao, Lei Zhong and Ryokichi Onishi

Building Dynamic Mapping with CUPS for Next Generation Automotive Edge Computing

IEEE 8th International Conference on Cloud Networking (CloudNet)

2019




Ming Yang, Ping Du, Noriaki Kamiyama and Akihiro Nakao

Evaluation of the Zero Rating System for MVNO in the New Mobile Network Era

The 20th Asia-Pacific Network Operations and Management Symposium (APNOMS)

2019

Ping Du and Akihiro Nakao

Application-Specific Network Slicing Leveraging P4 Switch and Deep Learning

IEICE, NS2019-9

2019

Ping Du and Akihiro Nakao

Implementing Application-Specific Edge Computing Network Architecture for 5G Networks

IEICE General Conference

2019 2020

Ping Du, Akihiro Nakao, Atsushi Miyake and Satoshi Nakajima

Intelligent Mobile Network Optimization for Next Generation MVNO Networks

IEICE, NS2020-3

2019 2020




loT

IEICE, NS2020-3

2019 2020

5G

IEICE, NS2020-3

2019 2020

G 28GHz

IEICE, NS2020-3

2019 2020

Software-Defined Multicast

IEICE, NS2020-3

2019 2020




Software-Defined Multicast

IEICE, NS2020-3

2019 2020

Akihiro Nakao and Ping Du

Democratizing Fine-Grained RAN Slicing

Society Conference of IEICE, BP1-1-1

2019

Shoichiro Sekiguchi, Shohei Mori, Ping Du, Satoshi Nishimura, Masao Yamamoto and Akihiro Nakao

Software-Defined Multicast for Efficient Simultaneous Content Delivery

Society Conference of IEICE, BS-5-10

2019

Jiaxing Lu, Ping Du and Akihiro Nakao

Next-Generation Surveillance System Leveraging Edge and Cloud Computing

Society Conference of IEICE, BS-4-19

2019




Zhaoxia Sun, Ping Du, Lei Zhong, Ryokichi Onishi and Akihiro Nakao

Dynamic Mapping Application Through Control and User Plane Separation (CUPS) and Edge Computing in Next Generation Mobile
Networks

IEICE NS2019-43

2019

Akihiro Nakao,Ping Du, Daisuke Maruyam and Munenori Ohuchi

Flexible Extensions to Private LTE Networking with Softwarization

IEICE NS2019-42

2019

Ping Du and Akihiro Nakao

Context-aware UE Slicing Leveraging Deep Learning and Software-Defined RAN

General Conference of IEICE, BS-4-1

2019

Ping Du and Akihiro Nakao

Deep Learning-based Application Specific RAN Slicing for Mobile Networks

IEEE International Conference on Cloud Networking (CloudNet)

2018




Ping Du and Akihiro Nakao

Context-aware UE Slicing Leveraging Deep Learning and Software-Defined RAN

General Conference of IEICE, BS-4-1

2018 2019

Ping Du and Akihiro Nakao

Towards Application Specific RAN Slicing Through In-Network Deep Learning

Society Conference of IEICE (IEICE ICM English Session Encouragement Award)

2018

Ping Du, Akihiro Nakao, Satoshi MIKI, and Makoto INOUE

Design and Implementation of 10Gbps Software PPPoE Router for loT Smart Home Network

IEICE Technical Report, NS2018-221

2018 2019







