©
2018 2021

Ochiai, Hideya

3,400,000

A study on security and vulnerability management of facility networks
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We developed an algorithm for learning and controlling communication flows
for improving the security of loT device connected networks. We also developed anomaly detection
devices for local area networks (LANs) based on our own new method, and deployed 50 devices around
the regions of South East Asia where are suffuring from severe malware encounter rates. We could
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successfully make a taxonomy of suspicious LAN internal device-to-device communications and

visualization of them with the collected events. We further developed another anomaly detection
scheme for improving the physical security of facility networks where are connected at the edges of

10T systems.
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