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Developing cryptographic protocols designated for loT devices and Big data

Hasegawa, Shingo

Al

2,600,000

loT

loT

We propose digital signature schemes, multisignature schemes and aggregate
signature schemes designated for loT device networks and blockchains.
We construct several signature schemes based on lattice problems in order to achieve high efficiency
and security.
Additionally, we consider several conditions and properties so that signature schemes can_have
security of signature scheme, and also give several constructions of signature scheme to avoid such
impossibilities.

loT



loT(Internet of Things) PC

loT
loT
loT loT
loT
50 loT DDOS
loT PC
loT
25% loT
loT
loT
loT PC
loT
loT
loT
loT
loT
loT
)

)

Mirai

loT



€y

@

®3)ID

*

®

(©)

)

Fiat-Shamir

Galindo-Garcia
Galindo-Garcia ID

ID
Galindo-Garcia
ID
Schnorr

Fiat-Shamir

Fiat-Shamir

Fiat-Shamir

RSA
RSA
RSA
ID
ID
ID
Galindo-Garcia ID
Katz-Wang
ID
ID
@
Dilithium






Philipp Stratil, Shingo Hasegawa, Hiroki Shizuya 27
Supersingular Isogeny-based Cryptography: A Survey 2021
Interdisciplinary Information Sciences 1 23
DOl
10.4036/iis.2020.R.02
Shingo Hasegawa, Shuji Isobe 25
Lossy ldentification Schemes from Decisional RSA 2019
Interdisciplinary Information Sciences 59-66
DOl
10.4036/iis.2019.R.01
Masayuki Fukumitsu, Shingo Hasegawa E104.A
Impossibility on the Schnorr Signature from the One-More DL Assumption in the Non-Programmable 2021
Random Oracle Model
IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1163-1174
DOl
10.1587/transfun.2020DMP0008
Masayuki Fukumitsu, Shingo Hasegawa E104.A
Tighter Reduction for Lattice-Based Multisignature 2021
IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1685-1697

DOl
10.1587/transfun.2020EAP1131




Shingo Hasegawa, Masashi Hisai, Hiroki Shizuya 11

Public-Key Projective Arithmetic Functional Encryption 2021

International Journal of Networking and Computing 299-318
DOI

10.15803/ijnc.11.2_299

Masayuki Fukumitsu, Shingo Hasegawa 11

A Tightly Secure DDH-based Multisignature with Public-Key Aggregation 2021

International Journal of Networking and Computing 319-337
DOI

10.15803/ijnc.11.2_319

Masayuki Fukumitsu, Shingo Hasegawa 22

Linear and Lossy ldentification Schemes Derive Tightly Secure Multisignatures 2021

Journal of Internet Technology 1159-1170

DOl
10.53106/160792642021092205018

11 0 11

Masayuki Fukimitsu, Shingo Hasegawa

Linear Lossy ldentification Scheme derives Tightly-Secure Multisignature

2020 15th Asia Joint Conference on Information Security (AsiaJCIS 2020)

2020




Masayuki Fukimitsu, Shingo Hasegawa

A Lattice-based Provably Secure Multisignature Scheme in Quantum Random Oracle Model

Provable and Practical Security (ProvSec 2020)

2020

Masayuki Fukimitsu, Shingo Hasegawa

A Tightly Secure DDH-based Multisignature with Public Key Aggregation

2020 Eighth International Symposium on Computing and Networking Workshops (CANDARW®20)

2020

Shingo Hasegawa, Masashi Hisai, Hiroki Shizuya

Public-key Projective Arithmetic Functional Encryption

2020 Eighth International Symposium on Computing and Networking (CANDAR®20)

2020

Masayuki Fukumitsu, Shingo Hasegawa

A Tightly-Secure Lattice-Based Multisignature.

6th ASIA Public-Key Cryptography Workshop (APKC ' 19)

2019




Masayuki Fukumitsu, Shingo Hasegawa

One-More Assumptions Do Not Help Fiat-Shamir-type Signature Schemes in NPROM

Topics in Cryptology - CT-RSA 2020

2020

Masayuki Fukumitsu, Shingo Hasegawa

A Generic Construction of an ldentity-based Signature from a Sigma Protocol

2018 International Symposium on Information Theory and Its Applications (ISITA 2018)

2018

Masayuki Fukumitsu, Shingo Hasegawa

A Galindo-Garcia-like ldentity-based Signature with Tight Security Reduction, Revisited

2018 Sixth International Symposium on Computing and Networking (CANDAR®18)

2018

Masayuki Fukumitsu, Shingo Hasegawa

An Aggregate Signature with Pre-Communication in the Plain Public Key Model

17th International Workshop on Security and Trust Management (STM2021)

2021




Hiroaki Anada, Masayuki Fukumitsu, Shingo Hasegawa

Group Signatures with Designated Traceability

2021 Ninth International Symposium on Computing and Networking (CANDAR®21)

2021

Anaelle Le Devehat, Hiroki Shizuya, Shingo Hasegawa

On the Higher-bit Version of Approximate Inhomogeneous Short Integer Solution Problem

20th International Conference on Cryptology And Network Security (CANS2021)

2021




